
Fr,OnrnI DnpIRTMENT oF ConnnCTIoNS
Orprcn oF THE lNspncroR GpNnnu,

Goyernor
RICK SCOTT

Secretttr-"-

IIIICHAEL CREWS

Inspector General
JEFFERY't. BEASLEY

Deputv Ins pec tor General
DAVID FOLSOMAn Equal Oppcn'tunit! Emplo.ver

501 S. Calhoun Stt'eet. Tallahassee. F'1.32399-2500

Michael Crews, Secretary

Jeffery T. Beasley, Inspector General

Jluly tT,zotg

htto:4www.dc.state. fl.us

TO:

FROM:

DATE:

SUBJECT: FOLLOW-UP AUDIT REPORT # Ar3o34F THE AUDITOR GENERAL'S
DEPARTMENT OF CORRECTIONS OVERSIGHT OF SECURITY OPERATIONS AND
PRIOR AUDIT FOLLOW-UP OPERATIONAL AUDIT, REPORT #2oLS-oT4

The Bureau of Internal Audit performed a follow-up audit to the Office of the Auditor General's
Department of Corrections, Oversight of Security Operations and Prior Audit Follow-up Operational
Audit, Report Number 2oLg-o74 issued in January 2or3. The objectives of this follow-up were to
determine the corrective actions taken on reported audit findings and whether actions taken achieved
the desired results as intended by management. The scope of the follow-up consisted of obtaining
from the Office of Community Corrections and Office of Institutions a writteniesponse of action taken
to correct the reported findings. We have evaluated the responses to the findings and have assessed
that a act been taken or is being taken to address the issues identified in the report.
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BACKGROUND

The Department operates under the provisions of Section zo.3r5 and Chapters g44, g4S,
946, 948, and 958, Florida Statutes. The purpose of the Department iJto protect the
public through the incarceration and supervision of offenders and to rehabilitate
offenders through the application of work, programs, and services. The Department's
mission is to protect the public safety, ensure the safety of Department personnel, and
provide proper care and supervision of all offenders under its jurisdiction while
assisting, as appropriate, their reentry into society.

In January 2013, the Office of the Auditor General published a report, Department of
Corrections Oversight of Security Operations and Prior Audit Follow-Up bperational
Audit, Report # 2org-o74.

OBJECTIVES

Our follow-up objectives were to determine:
. what corrective actions were taken on reported audit findings, and
. whether actions taken achieved the desired results as intended by management.

SCOPEAND METHODOI,OGY

A request was made to the Office of Community Corrections and Office of Institutions
for a written response on the stafus of corrective actions taken.

RESULTS OF FOLIJOW.UP

Finding No. r: _The Security Review Committee required by Section
944.t1t(r)' Florida Statutes, did not function as intended by State law.

Recommendation: Department management ensure that the Security Review
Committee function as intended by State law or seek revision to Section g44.rir,Florida
Statutes.
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Managernettt's Original Response: The Bureau of Securitg Operations conducted
Security Reuieus Committee Meetings on a quarterlA basis from JuIy tgg5 - December
2oo7. Due to budgetary constraints meetings were discontinued by order of the
Secretary in January 2oo8. We haue continued to insure that aII of the Committee's
required actiuities as described in 944.151 are being accomplished through other
means and haue incorporated the requirements into uarious Department Procedures
to codifu and mandate compliance. The Bureau of Security Operati.ons uiII make a
recommendation to the Office of the Secretary that tue reestablish the Security Reuieu
Committee and resume meetings effectiue April T, 2or7 utilizing conference calling and
other technology options to auoid trauel costs.

Managetnettt's Follow-Up Response: The Department of Corrections, Secretary
Mike Creus appointed a Security Reuieto Committee in accordance usith Florida Statue
944.1 S t (t). The committee met at Central Office on May 28, zot3 fo drscuss audits a.s
requiredby statute.

Finding No. 2i The Department did not have a centralized tracking
mechanism in place to ensure that all audits, reviews, and follow-up visit-
were timely performed and that security deficiencies were timely corrected.
Additionally, the Department did not always maintain appropriate
documentation or utilize tools to promote the completeness and tracking of
Department security oversight efforts.

Recommendation: Department enhance its security oversight procedures by:

and follow-up visits are timely performed and that security deficiencies are timely
corrected.

of institutions and facilities have been conducted.

evaluation of institution and facility compliance with security and operational
standards.

Mc:nogernent's Original Response: The Bureau of Security Operations, in
conjunction usith the Office of Inforrnation Technology, began preliminary
deuelopment of an improued Report Writer system on June 28, zotz. Hands-oh
deuelopmgnt of the softuare began on JuIy 12, 2072. The project was slated to be
completed on March 31, 2013; hotaeuer, u)e are attempting to complete the project and.
begin r_oll-out of the system by December 3t, 2072. This neus system :rrrill a\ow for a
centralized tracking mechanism to ensure that aII audits, reuiews, andfollou-up uisrfs
are performed in a timely manner and that security deficiencies are pr:omptly
corrected. Additionally, ue wiII be able to track reuiews by management sta6 and
prouide additional documenta.tton tracking functions. These rssues iitt be
accornplished through the trse of a recently dedicated position (CSAC, *t7z1t). The
staff member chosen for this neuly created positton begins tuork on January L 2o7S
and wiII also act as statutory compliance officer. AIso, with the addition oI ttao (i)
additional security suditors (CSC, #'s o6o7z & og$o), the Bureau of Security
Operations tuill resume centralized ouersight and coordination of the dperattonil
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Reuiew process. This process urcs decentralized and placed in the Regional Offices
under a prior administration.

In order to address additiona.I concerns listed in the Report relating to sudit
documentation, we utill institute the practice of audit team members documenting and
retaining for reuieta as needed the basis for their ftnding determinations for aII of the
standards as opposed to our preuious practice of documenting and reporting "by
exception" only those instances where a deficiency was noted. This reporting
methodologA uas utilized for expediency in light of the limited staffing resource
auailable trsith which to accomplish aII of these audit duties. This information wiII be
scqnned and stored on secure sen)ers and the hard copies maintainedby the Bureau of
Security Operations.

The maintenance of current inmate photographs is a Classification issue currently
addressed in Procedure 6ot.zzo. The employment background inuestigation is a
Personnelfunction under the authority of Florida Statute 710.1727, Procedire zo9.o49
and documented on Form DCz-892.

In accordance taith the mandate of Procedure 6oz.otg, all outgoing Inmate telephone
calls are monitored/recordgd. ,+dilitiol.ally, at the diiiretion 6y ealch warde, oid yo,
inuestigatiue purposes by the Office 9f the Inspector General, additional monitoring of
inmste telephones maA be conducted.

Monagemettt's _Follow-Up Response; The Bureau of Security Operations, in
conjunctton uith the Office of Information Technology, began- preliminary
deuelopment of an improued Report Writer system on .riie zB, zoti. Hand.s-olt
(eu.elopment- of the yodtuay began oV ,luly t2, 2012. The project is in the ftnal phase of
being complete and has been tested Jor the past tuto moiths. The Buieau ptont to
conduct its training for users in July 2015. This neu system (ORRW) Operational
Rguiew Report Writer tuill allou for a centralized tracking mechanism to ensure that
aII audits, reuiews, and follou-up uisits are perforrned. ii a ttmely manner and. that
security deficiencies ere promptly corrected. Additionally, u.te uiL be able to track
r-euietus by management {qff and prouide addittonal documentation and. tracking
functions. These tssues utill be acco_mplished through the use of a recently dedicarcA
position (CSAC, 7t3z5t). The staff member chosen for this iewty creaied position
began uork on January,7, 2o7S and will also act as-statutory coiplian"" ofi""i jo,
the Bureau. Also, tt:ith the addition of two (z) additional secitrity auditors (CSC,"*,s
060_72 & o94o), the Bureau of Security-Operattons ftas resumed centralized oueriight
and coordination 

-of_ 
the Operational Reuieus process. The Operational Reuiew

schedules now include Work Release Centers ai a part of the parent facility. iIIdoatmentatbn of.audits is being ,maintained at Central Office electronicany 
"ia Uy

hardcopy for reuieu. With regard to audits fiue new standards haue been iaa"at (i
Random Monitoring 9f Inmates CaIIs (Procedure 6ot.o4) requires a minimum-;f
fgrta horrs monthla.Q) Use of Canine Units G) raC/wCiC aid aackground ch,eclis
for elnnlgAees (4 Matrylnqnce of Current Inmate Phoios (Procedure 6ot.Bog and (s)
Work Release Centers Check out/in of inmates.
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Finding No. 3: The Department had not performed annual security audits of
work release centers in accordance with State law.

Recommendation: The Department ensure that a security audit of the work release
centers be performed annually in accordance with State law.

Manogentertt's Original Response: The Bureau of Security Operations currently
conducts an unannounced security audit of state institutions euery other year and
priuate institutions euery Aear. Using standards that include the same security
standards as utilized in the unannounced audits, we augment this process usith an
operational reuiew of state institutions on those Aears following en unannounced
security audit thus iniuring an qnnual e.ssessment oiaII i*titutioni as required. Worlk
release centers are the lotuest security leuel of any facility and house inmates uho
tuork in the community, unsuperuised by Department staff. These facilities haue no
physical security sAste-ms, no perimeter fencing and minimal staffing. Additionally, the
inmates housed in these facilities are predominately non-u{oleit and non-ixual
offens_e offenders. This information not uithstanding and utilizing addittonal positions
that haue been allocated to us for audits and operational reuieus, *" *iU begin
conducting security ossessments of state and priuate utork release centers utilizing"an
appropriate, abbreuiated uersion of our institutional security stand.ards effe"ctiue
January 7,2075.

Monagentettt's Follou-Up Response: Beginning January 2o1S c.II Work Release
Centers wiII be audited annually in a.ccordqnce with F.S.- g44.igt and procedure
6oz.o4o. Audit darys of allWork Release Centers haue been incorpoiated in the annual
audit schedule and are conducted during the same time as the paient instttution.

Filding No. 4: Department logical access controls related. to a critical
inforrnation technolory application needed enhancement.

Recommendation:-TheDepartment should strengthen controls for the Report Writer
application-by ensuring that properly authorized Security Access Request forms are
received prior to granting user access and that access is iimely canceied after a user
separates from Department employment.

Managenrertt's lriginol Re-sponse: Since the audit, the Office of Inforrnation
Technologa @rc1 has ensured that eccess to standard. updates is finked io ^"ii"iiiiiin the_appropriate I'AN security_groupy. In ad.diti.on, o[I ut"r, requesting eccess to the
standard updates are required to submit a Security Access Rbquest"through ti"i,
superuisor. The Research & Datq Analysis security coordinatoi must reuieu this
request qnd _approue it prior to OIT processing the request. The ueb-bq.sed
replacementfor Report Writer softuare w{U also inc[ude t""urity modules tn"t riqiii
appropriate I'AN group membership for conducting reuieutsi edittng reuieus, andediting standards.

Additionally, effectiue January 1, 2075,
assigned to track, authorize and delete
System.

tae utill haue a dedicated CSAC position
eccess for staff to the new Report Writer



July t7, zorg Report #Atgo34F Page 5

Managernentk Follow-Up Response.' The neu) computer sastem (ORRW)
Operattonal Reuieu Report Writer for securitA audits and operati.onal reuiews, which
is currently in User Testing, uiII be completely network based, and a number of
separate user eccess groups are being defined to limit access to the reuietas and
standards. When the neu system is tn production there utill be a dedicated CSAC
position in Security Operations assigned to track, authorize, and delete accessfor staff
to the neu system.

Finding No. 5: Although the Department had implemented some corrective
actions related to the court-ordered pa5rment process, deficiencies still
existed.

Recommendation: The Department take the necessary steps to ensure that funds
collected by the Department pursuant to court-order and State law are timely disbursed
to appropriate beneficiaries and administrative processing fees are collected when
{PPr_opriate. In addition, COPS should be modified to produce edit reports identif ing
database changes. Department staff should utilize the reports to timely reconcile
identified changes to approved change forms.

Managernettt's Original And. Follow-[Ip Response: The follow up response is
belotu in bold.

Undisbursed Funds: Ouer the past three (S) Aears, Community Corrections hcs worked
y!t!, n" Office of Information Technology to enhance Court Ordered Payment System
(COPS) programming and reports in order to improue timely disbursement offinds
ilcluding uictim restttution, court costs, and other court ordered moietary
oblig_ations. In June 2oog, a COPS Excepti.on Summary report was estabtished io
track _progless made in each circuit on reducing COpS excepttons including
undisbur_sed funds. Each circuit continues to utilize this report tueekly to reuieJt
outstanding COPS exceptions requiring actions.

At.-l-le beginning of lhe process in June 2oog, tota.I undisbursed funds u)ere grc2
million. As of Nouember So, 2072, this amount LUas reduced.by more than $6.6 ^illionand is now $3.6 million. As of MaU 24t 2or7, this announi increased. slightly to
3.8 rnillion.

The total breaks down into huo cate,gories - situations which wiII largely self-correct
and situations requiring action by the Community Correctionsfield s{a61aiti support
from COPS Accounting staff.

In June 2oog, the situations (whichwilllargely self-correct) totaled $5.6 million. As of
Nouember so, 2012 this total was reduced to gz.g million. As of May 24, 2o7s, th*total u:o-sr 2.5 million.

In June 2oog, the situations tahich require Community Corrections field staff and. / orCOll Accounting staff action (othertaise lorcun ai "workable" 
-issueg 

lotqled' 6.6
million. As of Nouember So, 2ot2 this total raas reduced, to gtg million. As of Mig
24r 2073' this toto/toas reduced,to t.z milliott, ortt So.ZS% improoetnent.
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Approximately $t.S million is collected in COPS each ueek. According to COPS
Aceountin'g, rl.rith the o:mount ofJunds colleeted. eoLch uteek, the annount of
undisbursed.funds willbefluctuating within thrs g- 4 million dollar rangb
eqch month. The faet that the annount is being rnorintorined. at this leiel
indieates that the sto:ff rs still uorking exceptions ueekly or it urlould. be
higher.

As this audit reuealed, there are sttll some delays in disbursing funds due to difficulties
in locating uictims or delays with responsesfrom the court. Considering the uolume of
payments returned on a daily bcsis and competing workload demands, ue belieue that
ouerall, we are tuorking these exceptions to the best of our ability with the resources
we haue.

Sttrcharge: The three (S) cases citedfor not charging surcharge were due to staffs lack
of understanding COPS processes when payments are being made directly to a payee
or due to data entry error. Since accounts should not be entered when payments are
mgde directly to a pyee and OBIS is programmed to automatically charge surcharge
when accounts are entered, this should not occur in the future if staff are follouiig
COPS processes. On MaA 23, 2075, the Office of Infortno:tion Technologg
?rouided. a report indico,ting offenders in eaeh circuit with no surehaige
being chorged.. Staff rocs cslced. to reuieta these ccses to confinn this is
correet.

Edit Reports: The COPS Operational Manual already requires superuisors to reuiera
and approue edits to a,ccounts including address changes. Due to the eurrent
uolurne of superuisory uorkload., no cholnges haue been tnoide to fhis
process to require ilnpletnento,tion of edit reports.

'Ihis follow'up auclit was conducted in accordance with tlrc Internetional Standards for Professional pructice of Internal
Atttliting as publtshed by the Insdntft of Internal Auditors. lhis follow-up aurlit was cimlucted by Kitnbei.ly ,Iones,
Professiornl Accountent Supen"isor. Pleqse address inEdries regarding this report to Paul R. Sn,ickland, Chief-Internal
Atrditor, at (8So) 7rf-S4utl.


