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Finding 1: Timely Disablement of IT1 Access Privileges 

Finding  
Access privileges to IRIS and related IT resources were not always promptly disabled when no 
longer necessary. 

Recommendation  
We recommend that Division management enhance controls to ensure that Department 
records evidence that former employee and contractor IRIS and TFS2 user access privileges 
are promptly disabled. 

Original Management Response (Planned Corrective Action) 
The Department and Division will work together to enhance controls to ensure that Department 
records evidence that former employee and contractor IRIS and TFS user access privileges 
are promptly disabled. 

Management Response to Six-Month Corrective Action Status Request 
In Progress: Two of three planned remediation actions were completed by the original 
anticipated completion date (October 31, 2022). The Office of Information Technology (OIT) is 
working with Florida Digital Service to obtain necessary storage space to accommodate the 
retention of security logs. Until this evidence storage is acquired, OIT has implemented 
additional remediation steps to ensure that all accounts are disabled promptly upon separation. 

Six-Month Corrective Action Status 
Based on the management response, the Office of Inspector General (OIG) considers this 
finding to be open and in progress. 

Finding 2: Periodic Review of Network Domain Access Privileges 

Finding  
As similarly noted in our report No. 2019-220, Department records did not evidence periodic 
reviews of the Department network domain privileged accounts’ access privileges. 

Recommendation  
We again recommend that Department management conduct and document periodic access 
reviews of Department privileged network accounts in accordance with established policy. 

Original Management Response (Planned Corrective Action) 
The Department will ensure that periodic access reviews of Department privileged network 
accounts are conducted and documented in accordance with established policy. 

Management Response to Six-Month Corrective Action Status Request 
Completed: OIT has completed an access review of Department privileged accounts.  
Privileged access authorizations and account changes were documented.  OIT will ensure that 
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periodic account reviews are conducted and documented in accordance with established OIT 
policy. 

Six-Month Corrective Action Status 
Based on management response and OIG review of supporting documentation, the OIG 
determined corrective action implementation to be complete for this finding, pending Auditor 
General review. 

Finding 3: IRIS End-User Access Documentation 

Finding  
Division documentation of IRIS end-user role-based access privileges needs improvement to 
help ensure that IRIS end-user access is appropriately assigned.  

Recommendation  
We recommend that Division management improve IRIS end-user role documentation to 
ensure that all IRIS end-user roles and their associated access privileges are documented. 

Original Management Response (Planned Corrective Action) 
The Department will improve IRIS end-user role documentation to ensure that all IRIS end-
user roles and their associated access privileges are documented. 

Management Response to Six-Month Corrective Action Status Request 
Completed. 

Six-Month Corrective Action Status 
Based on management response and OIG review of supporting documentation, the OIG 
determined corrective action implementation to be complete for this finding, pending Auditor 
General review.  

Finding 4: Change Management Controls 

Finding  
Division change management controls for IRIS program changes need improvement to ensure 
that all program changes are appropriately authorized, tested, reviewed, and approved prior to 
implementation into the production environment, and are managed by, and do not bypass, the 
Division’s change management process. 

Recommendation  
We recommend that Division management improve IRIS change management controls to 
ensure that all program changes are appropriately authorized, tested, reviewed, and approved 
prior to implementation into the production environment, and are managed by, and do not 
bypass, the Division’s change management process. 

Original Management Response (Planned Corrective Action) 
The Division will improve IRIS change management controls to ensure that all program 
changes are appropriately authorized, tested, reviewed, and approved prior to implementation 
into the production environment, and are managed by, and do not bypass, the Division’s 
change management process. 



Project No. FP 2023-39 Six-Month Corrective Action Status 
March 15, 2023 
Page 3 of 3 
 

Management Response to Six-Month Corrective Action Status Request 
In Progress: Remediation action #1 of 2 will create an automated report of Emergency System 
Investigative Requests and can be completed by June 30, 2023. Remediation action #2 of 2 
will be completed by August 31, 2024. 

Six-Month Corrective Action Status 
Based on the management response, the OIG considers this finding to be open and in 
progress. 

Finding 5: Security Controls – Logical Access, User Authentication,  
Configuration Management, and Logging and Monitoring 

Finding  
Certain security controls related to logical access, user authentication, configuration 
management, and logging and monitoring need improvement to ensure the confidentiality, 
integrity, and availability of IRIS data and related IT resources. 

Recommendation  
We recommend that Department and Division management improve certain security controls 
related to logical access, user authentication, configuration management, and logging and 
monitoring to ensure the confidentiality, integrity, and availability of IRIS data and related IT 
resources. 

Original Management Response (Planned Corrective Action) 
The Department and Division will continue to evaluate and improve security controls to ensure 
the confidentiality, integrity, and availability of IRIS data and related IT resources. 

Management Response to Six-Month Corrective Action Status Request 
In Progress: A plan has been created for the remediation actions. Some of the remediation 
actions have been completed. (The anticipated completion date of August 31, 2024, has 
remained the same as reported in the final report.) 

Six-Month Corrective Action Status 
Based on the management response, the OIG considers this finding to be open and in 
progress. 
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