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Finding 1: Security Controls – Physical Access - Certain security controls related to physical access need 
improvement to ensure the continued protection of agency information. 

Recommendation: We recommend that DOE management limit access to surplus computers and hard 
drives awaiting sanitization and disposition to only staff requiring access for these assigned job 
responsibilities. 
 
Response as of September 25, 2020:  DOE concurs with the finding and has limited access to surplus 
computers and hard drives awaiting sanitization and disposition to only staff requiring access for these 
assigned job responsibilities. 
 
Response as of March 25, 2021:  Prior to the release of the audit, the Division of Blind Services limited 
access to surplus computers and hard drives awaiting sanitization and disposition to only staff requiring 
access for these assigned job responsibilities. 
 
 
Finding 3: Surplus Computer Hard Drive Sanitization and Disposition Procedures and 
Documentation - DOE procedures for tracking and maintaining records related to the sanitization and 
disposition of surplus computer hard drives need improvement. 
 
Recommendation: We recommend that DOE management establish comprehensive policies and 
procedures for the surplus computer hard drive sanitization and disposition process and ensure that 
agency records appropriately account for and evidence the sanitization and disposition of all surplus 
computer hard drives. 
 
Response as of September 25, 2020:  DOE concurs with the recommendation and, as such, the Division 
of Technology and Innovation has revised the Standard Operating Procedures (Media Sanitization 
Procedures) to account for and evidence the sanitization and disposition of all surplus hard drives. 
 
Response as of March 25, 2021:  The Division of Technology and Innovation revised the Standard 
Operating Procedures (Media Sanitization Procedures) to account for and evidence the sanitization and 
disposition of all surplus hard drives.  These actions were taken before the final audit report was 
released. 
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